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Basic Troubleshooting
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Dashboard @ Help

Foo

PUSH Account

Trunks Up

Extensions Up

NMumber of calls in use

Blacklisted IPs

Webmeeting FQDN

Eventlog Webmeeting MCU eul06-rbx.3cx.eu
Call istory Purge 23 cals
Chat logs Disabled Maintenance 08/18/2017 10:00:00 PM (LD

Sim Calls

9"509@9

Automatic Backups

5/100% Firewall Check Firewall test failed Sim Meeting Participants
100%

0 Services Q Outbound Rules

41% used 53% used

34.7 GB free 2.3 GB free



CLEANED

Activity Log Settings

Logging level [restart required for changes to take effect):

Low

Medium

@ Verbose

Keep backup of log filesfor | 7 days

OK



Basic

Set activity log filter

Search by date

September 9, 2016 12:00 AM - September 10, 2016 12:00 AM

Search by extension

All extensions

Search by call

All calls

Cancel



Event Log

li‘ Warnings li‘ @ Errors li‘ @ Informational € Purge
Search ...
SIP Server/Call Manager  ip:4101 09/09/2016 9:16:28 PM

Extension 100 is registered, contact: sip:100@192.168.9.21:60863;line=8u3st326

SIP Server/Call Manager  ip:4101 09/09/2016 9:15:50 PM
Extension 004 is registered, contact: sip:004@192.168.9.7:39926;line=9zcqo4pl

SIP Server/Call Manager  :a101 09/09/2016 9:12:15 PM
Extension 005 is registered, contact: sip:005@192.168.8.33:40981;rinstance=0-5b6e17ee4f4b49bba0aof6a05e6f6d2E;0b



Events

Send an Email Alert when the following events occur:

Someone dials an Emergency Number

The status of trunk changes

Atrunk failover occurs or max amount of calls available through trunk has been exceeded

Trunk/Provider responds to Request with an Error code

The registration status of an extension changes

The license limit is reached

An IP has been blacklisted



Detected 2 VolP Calls, Selected 0 Calls.
Start Time ~ Stop Time 4 Initial Speaker 1 From 1 To 1 Protocal 4 Packets 1 State 1 Comments 4
0.413856 5540033 192.168.9.148 "Pedro Martinez" <sip:102 <sip:100@192.168.9.213:5( SIP 10 COMPLETED
0.686187 5591725 192.168.9.213 "Pedro Martinez"<sip:102( <sip:100@192.168.9.213  SIP 7 COMPLETED
[<] ] [[>]
Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 1

192.168.9.148 192.168.9.162

182.168.9.213 et

Time

0.413856000 SIP From: "Pedro Martinez” <sip:102@ 102 168.0.213:5060 Te
0.513532000 : snlie SIP Status

0558997000 ' SIP Request

0.584738000 SR 2 SIP From: “Pedro Martinez” <sip-102@192.168.9.213:5060 Tg
0.686187000 SIP From: “Pedro Martinez” <sip-102@192.168.9.213:5060 Tor
0.686382000 B T | ing o SIP Status

0.691766000 : 1P estus

0.784374000 SIP Status

0.284576000 : g L || se s

2.633052000 i SIP Status

2641501000 L-BIP(g7] ! - 2 RTP Num packets144 Duration B50s SSRC-Und247
2.641602000 wARIY RTP Num packets142 Duration:2 B40s SSRC-OwAEGA
2735311000 SIP Request

2735471000 130 0K : .| |sipsis

2.765975000 y - - SIP Request

2968390000 RTP Num Duraticn:2 5595 SSRC:

3.007917000 d L i 4 RTP Num packets134 Duration:2 6325 SSRC:OnGIDESSTA

(<] [ >




Audio

[] View as time of day

litter buffer [ms] ® litter buffer ) Use RTP timestamp ) Uninterrupted mode I Decode I ‘ Play

[ e e e g |
|Decode the RTP stream(s)|

m
) Out of Seq: 0(0.0%) Wrong Timestamp: 0(0.0%)

<
[] From 192.168.9.213:7022 to 192.168.9.162:11796 i %0 Drop by Jitter

< n

| [] From 192.168.9.213:7020 to 192.168.9.148:65160 i .50 Drop by Jitter ) Out of Seq: 0(0.0%) Wrong Timestamp: 0(0.0%)

m
66 Drop by Jitter ) Out of Seq: 0{0.0%) Wrong Timestamp: 0{0.0%)

(<
[] From 192.168.9.162:11796 to 192.168.9.213:7022

e EY

| [] From 122.168.8.148:65160 to 192.168.9.213:7020 Durationi4.73 Drop by Jitter Buf:2(0.8%) Out of Seq: 0(0.0%) Wrong Timestamp: 2(0.8%)
[] View as time of day

[<]f

[ | o]

Pause

Jitlerbulfer[ms] ® Jiterbuffer () UseRTP timestamp () Uninterrupted mode | Decode ] ‘ Play




File Edit View Go Capture

Analyze

Statistics

@ d % d BEXS| QA A =l
GSM 3
Fiit=|:| X2 » oressi
No. Time Source D ISUP Messages
1223 10.7787800192.168.9. 213 1 T » DP
1224 10.7788450192.168.9. 213 i , DP
1225 10.7798020192.168.9. 57 Al , bP
1226 10.7799120192.168.9. 57 4 P P
1227 10. 9361800 192.168. 9. 57 1 RSP ¥ pKT
1228 10.9513770192.168. 9. 57 1 scTp »BKT
1229 10.9514200192.168.9. 213 1 SMPPOperations cp
1230 10.9753440192.168.9. 57 1 P Mesages PKT
1231 10.9913330192.168.9. 57 KT
1232 10.9914050 192.168. 9. 213 Vol talls P
1233 11.0717140192.168.9. 57 1 Has. PKT
1234 11.1224050192.168.9. 213 1 g 43
1235 11.1396330192.168.9. 213 1 wap-wsp.. DP
1236 11.1397410192.168.9. 213 e P
1237 11.1404600192.168.9. 57 192.168.9.213 uoP
1238 11.1672680192.168.9. 57 192.168.9.213 TPKT
1239 11.2143910192.168.9. 213 192.168.9.57 TcP
1240 11.2792760192.168. 9. 57 192.168.9.213 TPKT
1241 11.2950050 192.168.9. 57 192.168.9.213 TPKT

Telephony | Tools

Intemals Help

otocol Length Info
12

(SRS N Y~

Clear Apply Save

% B

ion...

60 Source port:
1027 source port:

60 source port:

60 Source port:
155 Continuation
155 continuation

54 3389-.57031 [ACK] Seq=171 Ack=3950 win=63410 Len=0
155 Continuation
139 Continuation

54 3389-57031 [ACK] Seq=171 Ack=4136 win=63224 Len=0
139 continuation

54 3389-57031 [ACK] Seq=171 Ack=4221 Win=63139 Len=0
1260 Source port: 3389 Destination port: 61370

85 source port: 3389 Dpestination port: 61370

60 source port: 61370 Destination port: 3389
139 Continuation

54 3389-57031 [ACK] Seq=171 Ack=4306 Win=63054 Len=0
139 continuation
139 continuation

3389 Destination port: 61370
3389 Destination port: 61370
61370 Dpestination port: 3389
61370 Destination port: 3389

[z]

© ¥/ File: "C:\Users\ADMINI~1\AppDataiLocal\T... | Packets: 1241 - Displayed: 1241 (100.0%) - Dropped: 0 (0.0%)

www.3cx.com/blog/voip-howto/sip-traffic-capture

Frame 1: 1171 bytes on wire (9368 bits), 1171 bytes captured (9368 bits) on interface O
ethernet II, Src: vmware_96:2c:22 (00:50:56:96:2c:22), Dst: HewlettP_44:55:12 (9c:b6:54:44:55:12)
Internet Protocol version 4, src: 162.168.9.213 (192.168.9.213), Dst: 192.168.9.57 (192.168.9.57)
User Datagram Protocol, Src Port: 3389 (3389), Dst Port: 61370 (61370)
pata (1129 bytes)
~
m— 192.168.9.143 e 192.163.9.162 F -
.989020000 :. SIP From: “Pedro Martinez” <sip-102@ 192 168 9.213:5080 T¢
1.143768000 1P Request
1.170332000 FonihENee ceteite ta Detected 2 VolP Calls, Selected 2 Calls,
1.383532000 1P From: “Pedre Martinez” <sip:102@192.168.8.213:5060 Ta
1383655000 SIP S = Start Time “ Stop Time 4 Initial Speaker 4 From 1 To 4 Protocol 4 Packets 1 State 1 Comn
1.388903000 SIP Status 0.989020 7757081 192.168.9.148 "Pedro Martinez" <sip:102 <sip:100@192.168.9.213:5( SIP 10 COMPLETED
i Fooam 1.383532 7.693543  192.168.9.213 "Pedro Martinez"<sip:102( <sip:100@192.168.9.213  SIP 7 COMPLETED
1.626114000 SIP Status
2704364000 SIP Status =] m \ [>
2707982000 RTP Num packets245 Duration:4 8785 SSRCOX1CES
2.708053000 RTP Num packets245 Duration: 8815 SSRCD493T Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 1
2.807685000 SIP Request |
2.807063000 Sip seztus Flow Player Select All | Close |
2.839059000 SIP Request
2.996050000 RTP Num packets233 Duration:A 830 SSRCOKDITCE1E
3.083373000 RTP Num packets236 Duration:A 6725 SSRCOGTEOEROCD | v
<] [ | >
|006d [
0079 =
008
0099
e BT R D R B R P U B R i
Profile: Default


http://www.3cx.com/blog/voip-howto/sip-traffic-capture

www.3cx.com/support

www.3cx.com/docs/manual

www.3cx.com/blog/category/docs



http://www.3cx.com/support
http://www.3cx.com/support
http://www.3cx.com/docs/manual
http://www.3cx.com/docs/manual
http://www.3cx.com/blog/category/docs
http://www.3cx.com/blog/category/docs

http://helpdesk.3cx.com



http://helpdesk.3cx.com
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More Training Material at:
www.3CX.com/3CXAcademy




