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Configure the Firewall <






ports
block
configure




http://www.3cx.com/docs/manual/firewall-router-configuration/



http://www.3cx.com/docs/manual/firewall-router-configuration/




Full Cone NAT
uncontacted

Multiple IPs
Routed IPs
Dynamic IPs




152.168.3.1:5060 152.1638.2.10:443

192.168.4.10:5060 192.168.4.1

Destination



Firewall: Hello 2143 192.168.2.10:443

3CX: Hello 1234 192.168.4.1

Destination



— SIP: 5060 fUDP—— = |
EDIA: S000-3500 f UDP——@= |

Only for WebRTC: 443 f TCP)—= K

VolP Provider MNAT Device 3CX Phone System



—&IP: 5090 f TCP&UDP————

Pr e: 443 f TCP——— |

i0s Push: 2195,2196, 443 /TCP
Google Push: 443 f TCP

VAN E MAT Device 3CX Phone System

Apple or Google
Push Server




Meeting Start: 443 / TCP

. - = reate Meeting: 443 / TCP
Q

webmeeting.3cx.net MNAT Device 3CX Phone System
(51.254.74.8)



— 5IP: 5060/ UDP [SecSIP: 5061 / TCP}— |

EDIA: S000-3500 / UDP— =

< Provisioning : 80 & 443 / TCP

WAN MAT Device 3CX Phone System
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GREEN
RED
RED

PBX Status

Trunks Up
Extensions Up
Number of calls in use

Blacklisted IPs

Event log
Call history Purge 152 calls
Chat logs Disabled
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Automatic Backups

Firewall Check Firewall test failed



Firewall Check

3CX Services will be stopped until the test is complete. Services will be started automatically after.

B Run W stop

resolving 'stun.3cL.com’.. done
resolving "stun2.3cwcom’.. done
resolving 'stun3.3cucom’.. done
testing 2CX SIP Server... failed (How to resolve?)
stopping service... dene
testing port 5060... full cone test failed
starting service... done
testing 2CX Tunneling Proxy... failed (How to resolve?)
stopping service... dene
testing port 5090... full cone test failed
starting service... done
testing 20X Media Server... canceled
stopping service... done
testing ports [9000..9255]...
testing port 2000... full cone test failed
testing port 3001... full cone test failed
testing port 9002... full cone test failed
testing port 2003... full cone test failed

testing port 2004... full cone test failed



manufacturer

not




Firewall Check

3CX Services will be stopped until the test is complete. Services will be started automatically after.

B Run B stop

resolving 'stun.3ccom’.. done
resolving 'stun2.3otcom’.. done
resolving 'stun3.3cocom’.. done
testing 2CX SIP Server... done
stopping service... done
testing port 5060... done
starting service... done
testing 2CX Tunneling Proxy... done
stopping service... done
testing port 5030... done
starting service... done
testing 2CX Media Server... failed (How to resolve?)
stopping service... done
testing ports [9000..9255]... failed
testing port 9000... full cone test failed
testing port 9001... full cone test failed
testing port 2002... full cone test failed
testing port 9003... full cone test failed
testing port 9004... full cone test failed
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not




Firewall Check

3CX Services will be stopped until the test is complete. Services will be started automatically after.

P Run B siop

resochving 'stun.3c.com’.. done
resolving 'stun2.3cwcom’.. done
resolving 'stun3.3oucom’.. done
testing 20X SIP Server... done
stopping service... done
testing port 5060... done
starting service... done
testing 20X Tunneling Proxy... done
stopping service... done
testing port 5090... done
starting service... done
testing 2CX Media Server... done
stopping service... done
testing ports [3000..9255]... done
testing port 2000...
testing port 9001...
testing port S002...
testing port 9003...
testing port 2004...

ERRE



Full Cone
Port Preservation
SIP ALG
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More Training Material at:
www.3CX.com/3CXAcademy




